POLICE DEPARTMENT
INTERNAL SECURITY DIVISION

Government Order No: HD/208/POP/2008, dated: 12/12/2008.
RECRUITMENT NOTIFICATION

Subject Filling up of Technical posts on outsource contract
basis for strengthening Internal Security Division

*kkkhkkk

Internal Security Division of Karnataka State Police has been created to gather
intelligence and taken action to curb Terrorist activities and other anti-social
elements. For the successful implementation of using highly advanced
technology for collection of Intelligence and also to strengthen Internal
Security Division, it is important to have skilled technical staffs to work for the
unit. Hence, Govt., has constituted Technical staff recruitment committee
under the chairmanship of DG&IGP as per decision of Recruitment Committee
and GO. No: HD/183/POP/2012, dated: 06/02/2014. Applications are invited
for the recruitment of technical posts in ISD through outsourced contract.

Interested candidates need to download the application through the
official website www.ksp.gov.in. Filled application form along with following
documents to be sent to E-mail Id: digpis@ksp.gov.in

» Bio-data/Resume.

» Color passport size Photo pasted on plane white paper along with
signature.

» SSLC marks card (Xerox copy attested)

» Certificates of Educational qualification (Xerox copy attested)

» Work experience certificate, if any

Instructions

Candidates need to go through the clear instructions/guidelines in the
Recruitment Notification before filling up of the application. No false
information to be filled in application form. If any false or misleading
information is furnished, the candidature will be cancelled and suitable action
will be taken against such candidate.

Application starts from: 16-01-2020

Last date for submission:17-02-2020


http://www.ksp.gov.in/

TECHNICAL POST DETAILS

SI No Post Name No. Of posts Maximum Salary
per month

01 System Analyst (L, AOA DEA° i) 01 41,502/-
(System Security Analyst)

02 Network Booster ( Network Engineer) 02 41,502/-
£Emi 2APAS 8/ AOgi

03 Website Security Analyst 01 41,502/-

04 Tracer 01 35,012/-
mEeseA Agi

05 System Administrator 02 35,012/-
1 AOA Dras EOcAlgi

06 Hardware Expert (Forensic) 01 35,012/-
°Aqid?EAgA JPii¥Amid

07 Senior Programmer 02 41,502/-
tAoAiAAgT ¥E EeAUAx2AAgI

08 Linguistic Expert (Translator) 05 35,012/-
°AUAIOPT JPIi¥Amid (mAese£ii EAlgi)
MIAQ °AAZEYUAY.AA 15

EDUCATION

01 System Analyst B.E/B.Tech in (Electronics and Communication /Computer

(System Security Analyst)
1 AOA DEA°iO

Science/ Information Technology /Electrical and Electronics) or
MCA

02 Network Booster ( Network B.E/ B.Tech in (Electronics and Communication /Computer
Engineer) Science / Information Technology /Electrical and Electronics )
£Emi 2APAS 84 AOgi Or MCA

03 Web site Hacker B.E/ B.Tech in (Electronics and Communication /Computer
(Website Security Analyst) Science / Information Technology /Electrical and Electronics )
ag"T ,EEmi °APAgi Or MCA

04 Tracer B.E in Computer Science/ IT or MCA
mEaeA Agi

05 System Administrator B.sc in Computer Science or Diploma in (Electronics and
1 AOA Dran, EOcAlgi Communication /Computer Science/ Information Technology

/Electrical and Electronics )

06 Hardware Expert (Forensic) Diploma/Degree in ( Electronics and Communication
oAqio2EAgA JPii¥Amid /Information Technology / Electrical and Electronics or

equivalent )

07 Senior Programmer B.E in Computer Science/ IT/Electronics or MCA
ASAAAGE
¥EAExeAUARPAAQT

08 Linguistic Expert (Translator) 1) M.A in kannada / English as one of the languages at

°*AUAIOPI JPII¥Amid
(mAze£ii EAIgi)

Bachelor’s degree level with Specialization in any Foreign
language
2) M.A in Hindi and English as one of the languages at
Bachelor’s degree level and specialization in Urdu/ Arabic
3) M.A in Urdu with English as one of the languages at
Bachelor’s degree level and specialization in Urdu/ Arabic
4) M.A in any one of the South Indian languages with
English as one of the language at Bachelor’s degree level
5) M.A in kannada / English with special knowledge to
interpret Navayati language /Byari Good language of
Typing in English and kannada




ELEGIBILITY

1. | Agecriteria Minimum 18 years to 35 years
2. | System Analyst Minimum of Five years of relevant experience MCSE (Microsoft
(System Security Analyst) certified Salutations Expert) or MCTIP (Microsoft Certified IT
professional ) CCNA (Security) (Cisco certified Net work Associate)
Certification is preferred
3. | Network Booster ( Network 1) Minimum of three years relevant experience
Engineer) 2) CCNA (Cisco Certified network Associate or COMPTIA N+) CCNP
( Cisco certified network professional)
3) Knowledge of Routers and switches TCP/IP protocol
4) Familiarity with net work engagement tools and system such as
OPNET, Cisco works, HP-NA (Opsware) Sevone and netflow
5) Knowledge of Nagios or equivalent monitoring application
4. | Web site Hacker 1) Minimum of 4 Years experience in Security aspects of multiple
(Website Security Analyst) Platforms including windows & Linux operating system
2) Knowledge network Security and protocols such as TCP/IP is a
must
3) Experience in Penetration testing web Application Operating
system network Equipment Wireless Mobile database
4) Familiarity & hands on experience with commercial and open
source network and application security testing and analysis
tools such as tools- proxies port scanners vulnerability
Scanners, Exploit frame work (Ex: Burp, Nessus Nmap
Metasploit ) as well as others tools like Netsparker, OWASP Zap
dedicated Linux distribution like kali Linux, packet analysis
tools like NMAP
5) Experience in ethical hacking and cyber security certified Ethical
Hacker (CEH) and or Computer hacking forensic investigator
(CHFI) from EC Council India preferred
6) Knowledge of security standards like ISO 27001 PCI DSS, Indian
Cyber Security Law
7) Expertise in extracting information from hacked Face book
profiles Twitter accounts or locked computers etc in a
profession manner preferred
8) Proficiency in handling security analysis tools
9) Expertise in analysis of Email frauds will be a bonus
10) Appropriate security clearance required
5. | Tracer 1) Minimum of 4years experience in security aspects operating
system Windows & Linux operating system network protocols
and application.
2) Experience with DDos Mitigation system a plus
3) Working knowledge of TCP/IP networking design and routing
architectures network security system and protocols including
Firewall HTTP, FTP, SSH,etc
4) Working knowledge of regular Expressions and SNORT rules
5) Working knowledge of methods to provide privacy, integrity
and non-refusal to net work connection
6) Knowledge of Cyber Threats and experience working with such
threats
7) Knowledge of VOIP call & methods involved in tracing such call
8) Strong customer service communication, and teaming skills

Experience in Security product such a McAfee Security product
(NSM,NVM,HIDS,Nitro SIEM/ePO SecurID etc.




6. | System Administrator Minimum of three years of relevant experience in MCSE (Microsoft
Certified Salutation Expert ) and CCNP (Cisco Certified Network
professional )

1) Experience In windows/Linux System Administration

2) Knowledge of Networking Concepts

3) Proficient in solving problem related desktops and other end
point devices

4) Installation/configuration of MS Windows Server 2008/2012
System

5) Windows System Administration in mid-to large scale
environments

6) Advance knowledge of MS Windows 2008-2012 Server
technologies

7) Experience with Active Directory DNS DHPC and file/Print
Service

7. | Hardware Expert (Forensic) | Minimum three years of relevant experience required

1) Experience in data recovery from Pen drives, Mobile Hard
Drivers etc. Even on partially working system without damaging
them

2) Preferred Experience in Mobile handset repair with data
recovery from mobile handset

3) Knowledge of Linux, Macos, Windows data recovery

4) Hands on experiences in swapping platters in drives logic card
replacement

5) Experience in using bootable disks hex editor to fix data
structure clearing password

6) Advanced knowledge of computer, laptop, operating system
and computer hard ware

8. | Senior Programmer Minimum o f 3 years experience in JAVA/c++/PHP/AAP.net

Q. | Linguistic Expert (Translator) | conversant with English, Kannada Tamil, Telugu Urdu Arabic

Malayalam, Hindi (to be able to read Write and Speak) Should be
able to interpret Navayati, Byari, Tulu, Konkani

JOB DESCRIPTION

SL
No

Post Name

Job Description/ Responsibilities of Technical Posts

1.

System Analyst
(System Security
Analyst)

1)
2)
3)

4)

5)

6)

7)
8)

9)

10) Design and conduct security audits to ensure operational

Overall Supervision of other Technical persons

Oversee and monitor routine Security Administration

Review Security procedures including Network Perimeter
security and access control perform risk analysis and security
assessments

Define information Security Policy Backup policy System
Access policy Access privileges control structure and
resources

Configure and support security tools such as Firewell Anti-
virus software patch Management system etc

Defend system against unauthorized access modification and
Jor destruction and identify abnormalities and report
violations

Develop and update business continuity and disaster recovery
protocols

Train fellow employees in security awareness protocol and
procedures and provide technical advice to colleagues
Respond immediately to security incidents and provide post
incident analysis.




11)

Security and Follow up action to recommend security
incidents and provide post incident analysis

Provide technical and procedural consistency within the team
focused on the implementation service delivery and support
of product system and network to ensure service level are
maintained/improved

12) Responsibilities of System administrator as and when needed
13) Any other duty as entrusted by the dept.
Network Booster 1) Define & implement Network Security Policies
(Network Engineer) 2) Configure and manage network device including Switches

Routers Firewall device LAN Network and WAN with high
availability for the smooth functioning of organizations

3) Monitor network traffic and protect system by identifying
malicious traffic & penetration attempts

4) Provide performance reports of network system

5) Maintain network related documents including detailed
change documentations and improve existing
documentations

6) Network related responsibilities of System Analyst in his/ her
absence and support System Analyst in reviewing network
Security policy and audits

7) Support vulnerability testing of network devices by external
agency

8) Manage and monitor DHCP Allocate IP addressing by using
DHCP

9) DNS Management

10) Any other duty as entrusted by the Dept.

Website Security 1) Perform Penetration testing on demand including
Analyst compliance with regard to security policies & Security
procedure
2) Internet Traffic Monitoring
3) IP Tracking
4) Proactively protect system by defining access privileges and
control structure
5) Protect system by implementing and maintaining security
controls using best practise
6) Analyses and access vulnerabilities in the infrastructure
(Software hard ware networks) Take counter measures to
remedy the detected vulnerabilities
7) Investigate security violation, conduct periodic audits of
networks/ served and recommend solution
8) Create test and implement network disaster recovery plan
9) Provide security engineering /support for application
computer system IT process for On going project especially
on cyber security issue
10) Implement system Security engineering across the program
acquisition life cycle performing and analysing a range of
IA/C&A assessment activities
11) Responsible for the development of design process &
Security policies as well as security related
Tracer 1) Social Media Monitoring
2) Social Media analysis and tracing the source of target content
3) Email Tracing
4) P Tracking
5) Investigating incident root cause & scope using host and

6)

network based forensics when called for by the Incident
Response Plan
Security Incident Triage & Response




7) Actively profile network traffic to detect patterns indicating
possible intrusions from inside or outside network

8) Host and network IDS monitoring, maintenance of IDS,
vulnerability scanning, threat management and user
administration

9) Research and maintain proficiency in tools, techniques,
countermeasures, and trends in computer and network
vulnerabilities, data hiding and encryption

10) Provide Digital Forensics on Live systems

11) Provide support for handling Mobile devices

12) Any other duty as entrusted by the Dept.

Note: Some of the jobs of tracer such as IP Tracking etc., the

Website Hacker should also be able to perform and vice versa

System Administrator

1) Maintain Systems efficiency

2) Install secure, maintain, troubleshoot, administer upgrade
Microsoft Windows Server/ Linux operating systems with all
required server roles on assigned servers including patch
management systems and print server management

3) Install, secure, maintain, troubleshoot, administer, manage
users and upgrade enterprise systems such as Active
Directory, MS SQL, SQL, Anti-virus, Log Servers and IIS
6.0/7.0 including SSL certificate management

4) Develop implement and maintain backup and recovery
procedures and processes

5) Maintain Software Licenses

6) Installing software and application to user requirements and
troubleshoot problems reported by users

7) Setup & implement security policies for users

8) Configure and support security tools such as anti-virus
software, etc., run antivirus Scan and Adware scan manually
if needed

9) Responsibilities of Systems Analyst in his/her absence

10) Any other duty as entrusted by the Dept

Hardware Expert
(Forensic)

1. Recovery of data from Hard Drives, etc., even on partially
working systems without changing the hash value.

2. Data recovery from Mobile handsets, cameras, Pen Drives,
tablets, Flash memory etc.

3. Mobile Forensics to identify cellular phone parts, capabilities

4. Restoring of deleted data in Software

5. Decryption of encrypted software

6. Proficient in working with electrical hardware test
equipments (Multimeter, PCB testing card, Analog meter
etc.,)

7. Familiarity with data recovery tools like Stellar, Wonder
share etc.

8. Computer assembling and maintenance

9. Trouble shooting hardware and software problems

10. Installing and configuring the peripherals, components and
drivers

11. Wide Knowledge of motherboard and circuit designs of
monitors

12. Solid understanding of all phases of SMPS and UPS

13. Advanced knowledge of computers, laptops, operating
system and computer hardware. Ability to deal with issues
like No boot situations, Spyware removal, Malware removal
and Trojan removal

14. Advanced working knowledge of the networking and
internet. Ability to deal with issue pertaining to Firewall,




Routers, Troubleshooting internet related problems
15. Responsibilities of System Administrator in his/ her absence
16. Any other duty as entrusted by the Dept.

Senior Programmer 1. Monitoring of ISD Module Software, development,
installation and handholding

2. ldentify the software requirement of the department,
existing system and prepare the FRS, SRS for the department
Code Debug Test and Document routine application
Programmes.

3. Verify that the system meets functional and non functional
requirements including performance benchmarks.

4. Make minor configuration changes, maintenance, support
application system software, fix programs where source code
is available

5. Liaison with the vendor for the above

6. Assist and train users in use of application software including
resolving minor technical issues

7. Escalate problems with application systems to reporting
officer

8. Assist users with running per-defined procedures, resolve
minor technical issues with programs

9. Test and validate the software and ascertain its functionality
and able to manage minor maintenance

10. Any other duty as entrusted by the Dept.

Translation

Interpretation

Drafting and Report writing

Any other duty as entrusted by the Dept.

Linguistic Expert
(Translator)

El S

The terms and conditions of the contract appointment is as under:-

1.

Contract appointment is for a period of two years. This contract
appointment is purely temporary.

The Selected candidates are entitled for consolidated pay only on
monthly basis and not entitled for any other allowance.

Not entitled for any other benefits like increment, promotion,
pension etc.,, except the terms and conditions mentioned in the
contract.

The candidates selected on contract basis is eligible for TA and DA of
the minimum pay scale of selected post only for the journey on the
Public Interest.

Entitled for 15 days casual leave per year.

This Contract will be suspended if he/she proceeds on medical leave
absent and unauthorized absent from duty without the approval of
competent authority.

This Contract will be suspended, if he/she proceed on medical leave
excusing absence for more than 03 months, with prior permission of
concerned authority and the period of his absence will be treated as




leave without wages (Dies-non) and not eligible for any pay and
allowances.

8. The loss incurred to Govt. by the employee due to misconduct,
negligence should be borne by the employee.

9. He/she should perform duties and functions with care, dedication
and interest.

10. He/she should maintain Secrecy about the information available
while performing duty.

11. He will be bound by 1966 Karnataka Civil Service (Conduct) rules
and 1957 Karnataka Civil Service (Classification, control and appeal)
rules.

12. The contract appointment will stand cancelled if the terms and
conditions of the agreement are violated.

13. He/she is also liable to bear the cost of damages to the government
property on negligence or Irresponsible, misconduct while
performing duty.

14. He/she is not permitted to work in any other institution as fulltime/
parttime while on duty at this unit.

15. He/she should execute an agreement in stamp paper worth Rs 100/-
mentioning the terms and conditions of the appointment within 7
days of receipt of the order.

Additional Director General of Police
Internal Security Division
Bengaluru.
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DAVAJPA “sAzAzevA « sAUA
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SAUAZE F PAAjVAA  CvA8zsAAoPA  vAAvAzeAO£A2A£AAR
¥YAjuA2AAPAJAIAIAV - §vA A®A  2AAVAAU  DAVAJPA  “sAzAavA
«'SAUARAEAAR S®¥Ar A®A ¥AjtAvA vAAwaePA 18aACUAVAELAAR
oEEAZAARAAZAA CaA+A&AVgAAVAUZE. DzAYjAzA PAEASIPA
APASgA2AA 1f & Lf! gA®AgA CzsA&PABVEAIAA°e EEALAAPAw
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AAAERUAYAZA M¥AAAZAZA DzsAgAzA 2EAA E “sAwd 2AiAgAA2A
A®A2AV CIOUAVAEAAR CoAén A~ AVgAAVAUZE.

D APAU C'sAaydUAVAA 2ETEEmMi «%A A www.ksp.gov.in

aAAASAAVAgA CIOUAYZAEAAR qEEi “EAEAQi
aAArPE EVLAIVAPAIZAAY . "SAWS aAjArzA CTOUAYZAEAAR
ZARTAWUAYEEACUE F  PEWAPAAgA  E-2EAATT  «YAA:

digpis@ksp.gov.in UE PAY,AA» A®A A/EalzE.
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AEZALE:
C'sA3CUBUAYIAA Cf5 "sAwd 2AIAGAA2A BAAAEAR EEASAAPAwW

Ceu AEZALEAIAAREA
UARAAELAIAO NCPELEYV,AARAAZAA. CidAIAA°e

oAIAA2AA/  pAgAVAAUUAYZAEAAR

AIAIAZAAZEA

AAVAAT 2AIASWAIAAEAAR MzAV AA2AAwW®E.e¢ MAZAA 2EAYLE
CfoAIAA°e  AAVAAT 2AiA»w  MzAViZAAY PAAgAA §AzA°e
CAVACPA C'sA&cCidUAYA «gAAzAY AAEPAU 2 AAU PAse?AA
dgAAV A~ AUAA2AAZAA.

Cfd ,A°e A®A ¥AaegAA'sAzA ¢EAAPA: 16-01-2020

Cfd ,A°e A®A PE/ELEAIAA CEAAPA: 17-02-2020

vAAwaPA 183ACUAVLA «2AgA F PEVLAPAAQAAVE

EqgAAVAUZE.
SINo Post Name No. Of posts Maximum
Salary per
month
01 System Analyst (1, AOA DEA°i0) 01 41,502/-
(System Security Analyst)
02 Network Booster ( Network Engineer) 02 41,502/-
£Emi 2APAS 84 AQgi
03 Web site Hacker (2E1 .EEmi °APAg) 01 41,502/-
(Website Security Analyst)
04 Tracer 01 35,012/-
mEaeA Agi
05 System Administrator 02 35,012/-
1 AOA Draa EOcAlgi
06 Hardware Expert (Forensic) 01 35,012/-
OAQIB*EAQA JPTI¥AmId
07 Senior Programmer 02 41,502/-
tAoAiAAgi ¥EAseAUAx?AAGI
08 Linguistic Expert (Translator) 05 35,012/-
°AUAIOPI JPii¥Amid (mAse£ii EAIgD)
MIAO °AAZEYUAY.AA 15
«ZA3ASJVE:
01 System Analyst B.E/B.Tec in (Electronics and Communication /Computer
(System Security Analyst) Science/ Information Technology /Electrical and Electronics) or
1 AOA D£A°iO MCA
02 Network Booster ( Network B.E/ B.Tech in (Electronics and Communication /Computer
Engineer) Science / Information Technology /Electrical and Electronics )
£Emi 2APAS 84 AQgi Or MCA
03 Web site Hacker B.E/ B.Tech in (Electronics and Communication /Computer
(Website Security Analyst) Science / Information Technology /Electrical and Electronics )
agE"T ,EEmi °APAgi Or MCA
04 Tracer B.E in Computer Science/ IT or MCA
mEgeA Agi
05 System Administrator B.sc in Computer Science or Diploma in (Electronics and

1 AOA Drae, EOcAlgi

Communication /Computer Science/ Information Technology
/Electrical and Electronics )

06

Hardware Expert (Forensic)

Diploma/Degree in ( Electronics and Communication




oAqiS*EAGA JPTIAMIB

/Information Technology / Electrical and Electronics or
equivalent )

07 Senior Programmer B.E in Computer Science/ IT/Electronics or MCA
ASAIAAGT
¥EAeAUA®?AAgI
08 Linguistic Expert (Translator) | 1) M.A in kannada / English as one of the languages at

°AUAIOPT JPii¥Amid
(mAeze£ii EAIQY)

Bachelor’s degree level with Specialization in any Foreign
language

2) M.A in Hindi and English as one of the languages at
Bachelor’s degree level and specialization in Urdu/ Arabic

3) M.A in Urdu with English as one of the languages at
Bachelor’s degree level and specialization in Urdu/ Arabic

4) M.A in any one of the South Indian languages with English
as one of the language at Bachelor’s degree level

5) M.A in kannada / English with special knowledge to
interpret Navayati language /Byari Good language of
Typing in English and kannada

C°A8VE/ CEAA 'sA2A (Experience /Certification)

01 | PAopAx aAAIEEAAW PAapAx 18 2ApASECAZA UAjuAx 35 2ApASUAYLAA
01 | System Analyst Minimum of Five years of relevant experience MCSE (Microsoft
(System Security Analyst) certified Salutations Expert) or MCTIP (Microsoft Certified IT
1,AOA D£A°,'|'(") professional ) CCNA (Security) (Cisco certified Net work Associate)
Certification is preferred
02 | Network Booster ( Network 1) Minimum of three years relevant experience
Engineer) o 2) CCNA (Cisco Certified network Associate or COMPTIA N+) CCNP
£EmT 2APAS 84 AOgi ( Cisco certified network professional)
3) Knowledge of Routers and switches TCP/IP protocol
4) Familiarity with net work engagement tools and system such as
OPNET, Cisco works, HP-NA (Opsware) Sevone and netflow
5) Knowledge of Nagios or equivalent monitoring application
03 | Website Security Analyst 1) Minimum of 4 Years experience in Security aspects of multiple

aE"| EEmi °APAgi

Platforms including windows & Linux operating system

2) Knowledge network Security and protocols such as TCP/IP is a
must

3) Experience in Penetration testing web Application Operating
system network Equipment Wireless Mobile database

4) Familiarity & hands on experience with commercial and open
source network and application security testing and analysis
tools such as tools- proxies port scanners vulnerability
Scanners, Exploit frame work (Ex: Burp, Nessus Nmap
Metasploit ) as well as others tools like Netsparker, OWASP Zap
dedicated Linux distribution like kali Linux, packet analysis
tools like NMAP

5) Experience in ethical hacking and cyber security certified Ethical
Hacker (CEH) and or Computer hacking forensic investigator
(CHFI) from EC Council India preferred

6) Knowledge of security standards like ISO 27001 PCI DSS, Indian
Cyber Security Law

7) Expertise in extracting information from hacked Face book

profiles Twitter accounts or locked computers etc in a
profession manner preferred

8) Proficiency in handling security analysis tools




9) Expertise in analysis of Email frauds will be a bonus
10) Appropriate security clearance required
04 | Tracer 1) Minimum of 4years experience in security aspects operating
mEo'eA,AgT system Windows & Linux operating system network protocols
and application.
2) Experience with DDos Mitigation system a plus
3) Working knowledge of TCP/IP networking design and routing
architectures network security system and protocols including
Firewall HTTP, FTP, SSH,etc
4) Working knowledge of regular Expressions and SNORT rules
5) Working knowledge of methods to provide privacy, integrity and
non-refusal to net work connection
6) Knowledge of Cyber Threats and experience working with such
threats
7) Knowledge of VOIP call & methods involved in tracing such call
8) Strong customer service communication, and teaming skills
Experience in Security product such a McAfee Security product
(NSM,NVM,HIDS,Nitro SIEM/ePO SecurlD etc.
05 | System Administrator Minimum of three years of relevant experience in MCSE (Microsoft
1 AOA Dréaa EOcAlgi Certified Salutation Expert ) and CCNP (Cisco Certified Network
professional )
1) Experience In windows/Linux System Administration
2) Knowledge of Networking Concepts
3) Proficient in solving problem related desktops and other end
point devices
4) Installation/configuration of MS Windows Server 2008/2012
System
5) Windows System Administration in mid-to large scale
environments
6) Advance knowledge of MS Windows 2008-2012 Server
technologies
7) Experience with Active Directory DNS DHPC and file/Print
Service
06 | Hardware Expert (Forensic) | Minimum three years of relevant experience required
OAQIBREAQA JPII¥AmId 1) Experience in data recovery from Pen drives, Mobile Hard Drivers
etc. Even on partially working system without damaging them
2) Preferred Experience in Mobile handset repair with data recovery
from mobile handset
3) Knowledge of Linux, Macos, Windows data recovery
4) Hands on experiences in swapping platters in drives logic card
replacement
5) Experience in using bootable disks hex editor to fix data structure
clearing password
6) Advanced knowledge of computer, laptop, operating system and
computer hard ware
Q7 | Senior Programmer Minimum o f 3 years experience in JAVA/c++/PHP/AAP.net
tAoAiAAgi
¥EAax=AUAx?AAgI
08 | Linguistic Expert (Translator) | conversant with English, Kannada Tamil, Telugu Urdu Arabic
°AUALOPI JP'|T¥Am'|'6 Malayalam, Hindi (to be able to read Write and Speak) Should be
(mAz£i EAIg)) able to interpret Navayati, Byari, Tulu, Konkanani

GzEAAAUA «2AgAUE /Job Description

SL No Post Name Job Description/ Responsibilities of Technical Posts
1 System Analyst 1) Overall Supervision of other Technical persons
(System Security 2) Oversee and monitor routine Security Administration
Analyst) 3) Review Security procedures including Network Perimeter

1 AOA DEA° iO

security and access control perform risk analysis and security




assessments

4) Define information Security Policy Backup policy System
Access policy Access privileges control structure and
resources
5) Configure and support security tools such as Firewell Anti-
virus software patch Management system etc
6) Defend system against unauthorized access modification and
Jor destruction and identify abnormalities and report
violations
7) Develop and update business continuity and disaster recovery
protocols
8) Train fellow employees in security awareness protocol and
procedures and provide technical advice to colleagues
9) Respond immediately to security incidents and provide post
incident analysis.
10) Design and conduct security audits to ensure operational
Security and Follow up action to recommend security
incidents and provide post incident analysis
11) Provide technical and procedural consistency within the team
focused on the implementation service delivery and support
of product system and network to ensure service level are
maintained/improved
12) Responsibilities of System administrator as and when needed
13) Any other duty as entrusted by the dept.
Network Booster 1) Define & implement Network Security Policies
( Network Engineer) 2) Configure and manage network device including Switches
£Emi 2APAJ Routers Firewall device LAN Network and WAN with high
84 AOgi availability for the smooth functioning of organizations
3) Monitor network traffic and protect system by identifying
malicious traffic & penetration attempts
4) Provide performance reports of network system
5) Maintain network related documents including detailed
change documentations and improve existing documentations
6) Network related responsibilities of System Analyst in his/ her
absence and support System Analyst in reviewing network
Security policy and audits
7) Support vulnerability testing of network devices by external
agency
8) Manage and monitor DHCP Allocate IP addressing by using
DHCP
9) DNS Management
10) Any other duty as entrusted by the Dept.
Website Security 1) Perform Penetration testing on demand including compliance
Analyst o with regard to security policies & Security procedure
4E"T ,EEmi °APAg( 2) Internet Traffic Monitoring
3) IP Tracking
4) Proactively protect system by defining access privileges and
control structure
5) Protect system by implementing and maintaining security
controls using best practise
6) Analyses and access vulnerabilities in the infrastructure
(Software hard ware networks) Take counter measures to
remedy the detected vulnerabilities
7) Investigate security violation, conduct periodic audits of
networks/ served and recommend solution
8) Create test and implement network disaster recovery plan
9) Provide security engineering /support for application

computer system IT process for On going project especially on




cyber security issue

10) Implement system Security engineering across the program
acquisition life cycle performing and analysing a range of
IA/C&A assessment activities

11) Responsible for the development of design process & Security
policies as well as security related

Tracer
mEegeA Agi

1) Social Media Monitoring

2) Social Media analysis and tracing the source of target content

3) Email Tracing

4) IP Tracking

5) Investigating incident root cause & scope using host and
network based forensics when called for by the Incident
Response Plan

6) Security Incident Triage & Response

7) Actively profile network traffic to detect patterns indicating
possible intrusions from inside or outside network

8) Host and network IDS monitoring, maintenance of IDS,
vulnerability scanning, threat management and user
administration

9) Research and maintain proficiency in tools, techniques,
countermeasures, and trends in computer and network
vulnerabilities, data hiding and encryption

10) Provide Digital Forensics on Live systems

11) Provide support for handling Mobile devices

12) Any other duty as entrusted by the Dept.

Note: Some of the jobs of tracer such as IP Tracking etc., the

Website Hacker should also be able to perform and vice versa

System Administra'Eor
1 AOA Draa EOCGAIgi

1) Maintain Systems efficiency

2) Install secure, maintain, troubleshoot, administer upgrade
Microsoft Windows Server/ Linux operating systems with all
required server roles on assigned servers including patch
management systems and print server management

3) Install, secure, maintain, troubleshoot, administer, manage
users and upgrade enterprise systems such as Active
Directory, MS SQL, SQL, Anti-virus, Log Servers and 1S 6.0/7.0
including SSL certificate management

4) Develop implement and maintain backup and recovery
procedures and processes

5) Maintain Software Licenses

6) Installing software and application to user requirements and
troubleshoot problems reported by users

7) Setup & implement security policies for users

8) Configure and support security tools such as anti-virus
software, etc., run antivirus Scan and Adware scan manually if
needed

9) Responsibilities of Systems Analyst in his/her absence

10) Any other duty as entrusted by the Dept

Hardware Expert
(Forensic)
oAqiBREAgA
JPii¥Amid

1. Recovery of data from Hard Drives, etc., even on partially
working systems without changing the hash value.

2. Data recovery from Mobile handsets, cameras, Pen Drives,

tablets, Flash memory etc.

Mobile Forensics to identify cellular phone parts, capabilities

Restoring of deleted data in Software

Decryption of encrypted software

Proficient in working with electrical hardware test equipments

(Multimeter, PCB testing card, Analog meter etc.,)

7. Familiarity with data recovery tools like Stellar, Wonder share
etc.

ouv AW




8. Computer assembling and maintenance

9. Trouble shooting hardware and software problems

10. Installing and configuring the peripherals, components and
drivers

11. Wide Knowledge of motherboard and circuit designs of
monitors

12. Solid understanding of all phases of SMPS and UPS

13. Advanced knowledge of computers, laptops, operating system
and computer hardware. Ability to deal with issues like No
boot situations, Spyware removal, Malware removal and
Trojan removal

14. Advanced working knowledge of the networking and internet.
Ability to deal with issue pertaining to Firewall, Routers,
Troubleshooting internet related problems

15. Responsibilities of System Administrator in his/ her absence

16. Any other duty as entrusted by the Dept.

Senior Programmer 1. Monitoring of ISD Module Software, development, installation

tAoAiAAgi and handholding

YEEaAUAx?AAgi 2. ldentify the software requirement of the department, existing
system and prepare the FRS, SRS for the department Code
Debug Test and Document routine application Programmes.

3. Verify that the system meets functional and non functional
requirements including performance benchmarks.

4. Make minor configuration changes, maintenance, support
application system software, fix programs where source code
is available

5. Liaison with the vendor for the above

6. Assist and train users in use of application software including
resolving minor technical issues

7. Escalate problems with application systems to reporting
officer

8. Assist users with running per-defined procedures, resolve
minor technical issues with programs

9. Test and validate the software and ascertain its functionality
and able to manage minor maintenance

10. Any other duty as entrusted by the Dept.

Linguistic Expert 1. Translation

(Translator) 2. Interpretation

°AUAOPI JP'|“|¥Am'|'6 3. Drafting and Report writing

(mAse£ii EAIgT) 4. Any other duty as entrusted by the Dept.

aEAVAEA +EceAtA (Salary): AAzsAEA 2AAASEAEA (Through negotiation)

UAAwUOUE £EA2AAPAw SUET uAgAvVAAU 2AAVAAU

a'sAAZAEEUAVLAA

1.

AzA]  °AAZEVYAIAA
22ApNASUAYZAA EzAAY, EzAA vAVAI°PA £EA2AAPAw DVgAAVAUZE.
AzAj  ¥Am=Qz:AIEAAAIAA°e  DAIEAIAIAIAZA  C'sAdydUAY:UE
aAAIPAA AAavA 2EAVAEAALAAR oUACU¥Ar A”AVzZE. EzA®ezE,
EoRvAgA AIAIA2AAZEA “sAVEAUAYZAEAAR cAgA~ AUAA2AAC®e.

M¥AaAzAzA pAgAVAAU 2AAVAAU o8AZSAEEUAVLAE nArgAARA
LE®'sAAUAYA °EAgAVAV "EAgA2AAZEA | E®'SASPEI CAzAgE

UAAWUUE  £EA2AAPAwW  C2ACUAIAAA




10.

aEAVAEA 8rU ¥AZE/EAEARW, |AZAIA EVA&C E®'sAAUAUE AZA]
UAAWUUE £EPAgAgAA C°A3gAVgAARAAC®eE.

AzAj UAAWUUE £EPAgAELAA  A2A8doPA  »vAZAETO-AAZA
¥Az2AiAt 2AIAGA EA'EAPAZAe 2AiAvAse C2AgAA £EA2AAPAw
SEAACgAARA SAAZEYAIAA PA°PA 2EAVAEA +EaAtAAIAA PAapAO
aE AVAEAZA 2EAAE cAIAA2AIAEAA AgA ®'sA&«gAA2A ¥AaeAiAiAt
"sAVE& aAAVAAU CEA'SAVEAAIAAEAAR ¥AQEAIAA®A
C°AdgAVgAAVAUQE.

AzAj UAAWUUE £EPAgAgAAUAVAA 2AT8PA 15 CEAUAYA
AAzZSA©BPA gAeEAIAAEAAR aAiAvAze ¥AQEAIAA®A
C°AdgAVgAAVAUQE.

APA&2AA ¥AztiPAgAzA CEAARAAW ¥AQEAIAAZEA
aEEZAAQAAIAA  PAgAtUAVA  aEAAgEUAUA°  CxA2A  "EAgE
PAgAtUAYAZAUA®A  CEACUPAEVA  UEEgAA  °AdjAiAiAzAe
UAAWUUE DzsAgAzA £EA2AAPAWAIAAA VAEAVAIEAA
gAzAYUAAVAUZE.

APA&2AA ¥AxeCiPAgAZA ¥A/E2ASEAA2AAW ¥AQEZAA
aEEZAAQAAIAA PAgAtUAVLA 2EAAQEUE CxA2A  A2AAXAScAAIAA
PAgAtUAYV,A 2EAAQEUE UAAWUUE DzsAgAzA C2AGUAIAA°e
aAAAEgAA WAUAYUE

«AAgAzZAAVE, UEEgAA°AdgAzA°eé UAAWUUE  £EA2AAPAw
gAzAYUAA2AA¢C®e. DzAgE F C2ACUAIAAEAAR PAVA32A& gA»vA
CEAUAYZEAZAA (QEE,i_£A£D) ¥AJUAIA A AUAARAAZAA 2AAVAAU
CaAgAA F CPACUUE AIAIA2AAZEA 2EAVAEA 2AAVAAU EVAgE
LE®'sAGUAY%UE CeAsjgAA2AAc®e.

AzAj £EEPAgAgA zZAAEABQAVE o®3PAEVAEAZACAZA APASgAPEI
GAMAUAARA  J Aée  £APAOUAYAEAAR  APASQAPEI AZA|
£EPAgAgAA “sA'PEAGA®A §zAPgAVgAVAIZAAY.

UAAWUUE £EPAgAgAA PAVA3PA&ALAAR +AzezEY 2AAVAAU
D AQU-AAZA £EgAREAj AA2AAZAA.

UAAWUUE £EPAgAgAA PAVAS2ASRRAEAAR ¥A° AAwUgAA2A CxA2A
£EgACEA] AAWUgAA2AUA C2AJUE  ®'sA82AUASCAAzAzZA CxA2A
ZEAgAPASPAAZAZA CCUPAEVA 2AIA»WAIAA UEY¥AAVEAIAAEAAR
PA¥AqAA2AAZAA.



11.

12.

13.

14.

15.

UAAWUOUE £EgAPAEAA PAEASIPA £AUAJAPA EA2A (EAQEVE)
oAIAAZAAUAVLAA 1966 2AAVAAU PAEASIPA E£AUAJAPA  EA2E
aAVOPAgAL cAiAAAvAzet 2AAVAAU ClUA®A cAIAA2AAUAYVLAA 1957
aAIAA2AAUAYLUE MYLA¥AnOgAAVAUQE.

F M¥AaAzAzA pAgAVAAUUAYAEAAR GReAXizA°eé UAAwWUUE
£EAPAWAIAAA vVAEAVAIEAA 2AAAPAUAIAA2AUAAVAUZE.
UAAWOUE £EPAgAELAA zZAAEASQAVE, o®JPAEGAVE,
GzA'AEAVE-AAzZA  APASgAPElI DydPA £AUAO  GAmAzA°e
VA¥AazEA 2EZANCAEAAR APASgAPEI VAAAOPE/AEQA®A C2AgEA
°EAEUuEAIAIAVgAAVAUQE.

UAAWOUE £EPAgAgAA F PEAAzA®zA @ PAAIAAS
a2Ad» AAwUgAA2AUA "EAQE EVAQE AiAIA2AAZEA AA EUUAVLA%E
¥A/E1d/ CgEPA°PA 2AEWUUAYZAEAAR 2AIAgA AgAzAA.

F DzEA+ARAEAAR 16APAjizA CEAAPACAZA KYAA (07) CEAUAVLA
MYAUAV EAZEQAA (gA/E.100/) gAAE¥A-AUAYA bA¥APAUAzA°e
AzAj EEACAAPAWAIAA pAgAvVAAU 2AAVAAU o§AzZSAEEUAVLAEAAR
MYAUEZEArgAA2A  PAgAgAA  ¥YAvAx2A£AAR  PAx2AASZAY
jAWAIAA e AzAj £EPAgAjAZA §gE-APEAYLAT AUAARAAZAA.

CruA£A 1 gEEgEPAOgi dEAQA i
D¥si ¥E/ECA i
DAVAjPA "sAzAzVA «'sAUA
"EAUAVZA/EGAA



Proforma

Application for the Technical posts (Outsource Contract Basis) at
Internal Security Division, Bengaluru.

1 | Name of the candidate (IN Block Letters)

2. | Father Name

2. Date of Birth

3 Permanent address.

Religion & Caste

Educational qualification

Applied for the post of

Contact Number

| | o) g H

Enclosures :-

» Copy of Bio-data/Resume.

» Color passport size Photo pasted on plane white paper along with signature.

» SSLC marks card (Xerox copy attested)

» Certificates of Educational qualification (Xerox copy attested)

Work experience certificate, if any

I have gone through the instructions clearly in the Recruitment notification
and agree to all terms and conditions of the Recruitment Committee.

Date:

Place: Signature of the Candidate.

Note

The applicants are instructed to submit the application on or
before 17/02/2020 at 5:00 P.M through E-mail digpis@ksp.gov.in
Application received after 18/02/2020 will be rejected. The eligible
candidates will be selected through interview; Specific Date & Place of

interview will be intimated separately.







Government of Karnataka

.‘P-"‘h STy b
ks -~

(Police Department)

No: ISD/EST-1/21/2009-10 Office of the
Director General of Police,
Internal Security Division,
No0.60, Richmond Road,
Bengaluru, Dated: /01/2020.

POLICE DEPARTMENT TECHNICAL POST NOTICE

Applications are invited for filling up of following 15 Technical Posts in Internal
Security Division of Police Department on contract basis. Details are as below.

SINo Post Name No. Of posts Maximum
Salary per
month
1. | System Analyst 01 41,502/-
(System Security Analyst)
2. | Network Booster 02 41,502/-
( Network Engineer)
3. | Website Security Analyst 01 41,502/-
4. | Tracer 01 35,012/-
5. | System Administrator 02 35,012/-
6. | Hardware Expert (Forensic) 01 35,012/-
7. | Senior Programmer 02 41,502/-
8. | Linguistic Expert (Translator) 05 35,012/-
Total Posts 15

Opening date of Application submission:-

Last Date of Application submission :-

The Detailed Recruitment Notification for the above posts in published

in the official website of Karnataka State Police www.ksp.gov.in The

Interested Candidates may refer to this website for complete details and

submit the application to official Email-1D: adgpis@ksp.gov.in

Yours faithfully,

For Director General of Police
Internal Security Division


http://www.ksp.gov.in/

YE/E°A i ETASE
PALASIPA gAda
AASE&: 188A¢(1)/21/LJ,1r/2009-10 qEEgEPAOQT dEAgA i D¥si
YEA°A T,
DAVAjPA “sAzAzVA «'sAUAgA2AgA
PAbEA],
£AA.60. jZiPAAAQi gA EU,
"EAUAVAZEgAA.
CEAAPA: /01/2020.
¥EA°ATE ASE VAAwaPA °AAZEYUAVZA
EEACAAPAwW ¥AxePAIuE
PAEASIPA gAda ¥EAC°AI E ASEAIAA DAVAJPA “sAzAsevA
«'sAUAzZA 15 vAAwaePA C°AAZEYUA%UE “A°A8 2AAE®UAY-AZA
M¥AaAzAzA  DzsAgAzA  2EAAE  "sAwd  2AIArPEAYAIRA
CIOUAVLAEAAR DeAéa A~AVgAAVAUZE. vAAwaePA °AAzZEY °AUAZE
aEAVAEA «2AgA F PEVAPAAQAAVE EgAAVAUZE.

S Post Name No. Of posts aE AVAEA
No
01 | L.AOA DEA®.iO 01
02 | £Emi 2APAS 84 AOgi 02
03 | 2E"i ,[EEmi °APAgi 01
04 | mEaeA Agi 01
05 | L, AOA Dran EOcGAlgi 02
06 | °Aqid?EAgQA JPII¥Amid 01
07 | tAnAiAAgi ¥EEeAUA2AAGT 02
08 | *AUAIOPI JPii¥Amid 05
(mAze£ii EAIgi)
MIAO °AAZEYUAYAA 15

Cfo ,A°e A®A ¥AaegAA'sAzA ¢EAAPA:

Cfd ,A°e A®A PE/AEELEAIAA ¢CEAAPA:

aE AA®IAQA °AAZEYUAYVLA £EA2AAPAW
Ceiu A/EZALEAIAAEAAR ¥EAE°A i E ASEAIAA CCUPAEVA CAVAeAd®
www.ksp.gov.in  gA°e ¥AzePAn A AVzAAY, D APAU C'sAdydUAY.AA
Aéc@AgAUAYVLAEAAR E"ASEAIAA  CCUPAEVA  F-2EAATIUE:
adgpis@ksp.gov.in ,A°¢ A®A C2APA+A«gAAVAUZE.

qEEgEPAOQi dEAgA i D¥si
YE/ECA I
DAVAjPA “sAzAavA
«'sAUAgA2AgA ¥AgA2AV,



Proforma

Application for the Technical posts (Outsource Contract Basis) at
Internal Security Division, Bengaluru.

1 | Name of the candidate (IN Block Letters)

2. | Father Name

2. Date of Birth

3 Permanent address.

Religion & Caste

Educational qualification

Applied for the post of

Contact Number

| | o) g H

Enclosures :-

» Copy of Bio-data/Resume.

» Color passport size Photo pasted on plane white paper along with signature.
» SSLC marks card (Xerox copy attested)

» Certificates of Educational qualification (Xerox copy attested)

Work experience certificate, if any

I have gone through the instructions clearly in the Recruitment notification
and agree to all terms and conditions of the Recruitment Committee.

Date:

Place: Signature of the Candidate.

Note

The applicants are instructed to submit the application on or

before at 5:00 P.M through E-mail

Application received after will be rejected. The eligible
candidates will be selected through interview; Specific Date & Place of

interview will be intimated separately.




